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Abstract. We propose a new system of quantum key distri-
bution via optical wireless communication links, where the
required information, especially telephone conversation, can
be secured by using a quantum code/decode (CODEC)
technique incorporated in the networks. The entangled pho-
tons can be encoded into the classical information and then
the decoded signal can also be retrieved. The proposed sys-
tem consists of quantum key generation and uplink and
downlink parts that can be implemented in the mobile tele-
phone handset and networks. Such a system and technique
show the feasibility of use for a perfectly security telephone
networks. © 2007 Society of Photo-Optical Instrumentation Engineers.
[DOI: 10.1117/1.2786479]
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The mobile telephone has been widely and commonly
used for nearly two decades. Because many applications
can be provided by a network provider, the demand for use
of the mobile phone is large. Furthermore, there are some
advantages including a small size, lightweight, and espe-
cially, low cost, which means these phones can be applied
worldwide. However, there is a serious problem of inter-
ception, when perfect security is required by users. Up to
now, no system that can secure personal data safely from an
eavesdropper has been implemented in telephone networks.
Recently, Yupapin and Suchat' reported the use of weak
light to produce nonlinear behavior of light in a fiber optic
ring resonator instead of using a strong light pulse in an
ordinary single-mode fiber. Four-wave mixing results from
the delayed pulse trains and nonlinear Kerr-type effects in a
fiber ring resonator could perform the required entangled
states after certain controlled polarization states. Delayed
polarization modes via the ring resonator” were combined,
and the entangled photon states were observed and regis-
tered. In practice, the simple design and arrangement of
quantum key generation can result in a quantum device for
mobile telephone and realistic network use, i.e., the quan-
tum key generation device is now possible in the microme-
ter scale range. An optical link has shown the potential of
being used for long-distance quantum communication,
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where the transmission of classical and quantum channels
are required to transmit via an optical wireless link and
where the sender and user can confirm the requested data.
Zhou et al.? proposed an optical fiber communication sys-
tem for optical downlink transmission with remote
millimeter-wave local-oscillator delivery for intermediate
frequency fiber uplink transmission by a wireless transmis-
sion of several kilometers. Manderbach et al.* have re-
ported on the experimental implementation of Bennett-
Brassard 1984 (BB84)-protocol-type quantum key
distribution over a 144-km free-space link using weak co-
herent laser pulses.

In this communication, we propose the concept of an
optical wireless communication link for telephone net-
works. In this concept, we assume that quantum cryptogra-
phy, quantum teleportation, quantum key and quantum cod-
ing and decoding can be implemented using an optical
wireless communication link, where the uplink and down-
link can be performed and used by a commercial mobile
telephone device, where each of the transmitted wave-
lengths can randomly form the entangled pairs, i.e., the
quantum key. The quantum code/decode (CODEC) of the
quantum keys can be performed and linked via wireless and
optical transmission links. In this application, the idea of an
optical encryption technique experiment can be realized to
create top-security for mobile telephone uplink and down-
link converters and communications. Such a design can
also be used with all types of network distributions, where
the qubits can be performed and used in the link distribu-
tions.

To begin our discussion of this concept, first, we intro-
duce a technique that can be used to create the quantum
CODEC. Figure 1 shows' a polarization coupler that sepa-
rates the basic vertical and horizontal polarization states
corresponding to an optical switch between short and long
pulses. We assume these horizontally polarized pulses with
a temporal separation of Az. The coherence time of the
consecutive pulses is larger than Az. Then the following
time-bin state including polarization dispersion is created
through a Mach-Zehnder Interferometer (MZI).
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In the expression of |k, H), k is the number of time slots
(k=1,2), the state of polarizations are denoted by horizon-
tal (H) or vertical (V), and the subscripts imply the state of
the signal (s) or the idler (i). In Eq. (1), for simplicity we
omitted an amplitude term that is common to all product
states, as done similarly in the subsequent equations in this
paper. The two-photon states with H polarization, shown in
Eq. (1), are the input into the orthogonal polarization-delay
circuit (fiber ring resonator).

The delay circuit consists of a coupler and the difference
between the round-trip times of the fiber ring resonator,
which is equal to Az. The polarization controller (PC) is
tilted to changing the round trip of the fiber ring, and
then converted to V at the delay circuit output. This
causes the term |k,H) in Eq. (1) to be converted to
the term  r|k,H)+t, exp(i)|k+1,V)+rtyexp (i) |k
+2,H)+ryt, exp (i3¢p) | k+3,V). Here  and r are the ampli-
tude transmission coefficients for the throughput and cross-
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paths of a coupler. Equation (1) is then converted into the
polarized state by the circuit of Fig. 1 as
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By the coincidence of the counts in the second time slot, we
can extract the fourth and fifth terms. As a result, we can
obtain the following polarization entangled state as

) = 2,H); +exp [i(¢+ ¢)]

In the case of a system using weak light input (i.e., with-
out pumping part and component), the fiber acts as a non-
linear medium because of the optical Kerr effect and four-
wave mixing in the fiber ring resonator. The use of a long
fiber with small core and ring radius is attractive for achiev-
ing a high optical intensity and long interaction length. The
nonlinear effect that implements this setup is of the four-
wave mixing type. In Fig. 1, we proposed a system con-
figuration that the remote access point (RAP) can be re-
quired to perform the optical-to-electrical (O/E) and/or
electrical-to-optical (E/O) conversion as well as radio fre-
quency (rf) radiating/receiving. The downlink/uplink rf car-
riers can be feasibly delivered between Alice and Bob. The
polarization state from Alice can be maintained by a state
registration of polarization state by Bob and consequently
he receives the correct polarization state.

Let us first consider the case where the reference photon
passes through the path L and the signal photon through the
path S, as shown in Fig. 1. In this case, these photons reach
the PBC at the same time. As in the parity checking

29H>s 2’ V>s 2’ V>1 (3)
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Fig. 1 Schematic diagram of an optical wireless communication link
for telephone networks system: PO; polarization control: LD; laser
diode; RAP, remote access point; PBC, polarization beam combiner;
and D, avalanche photodetector.
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described, the incoming photons in the states |H);| H), and
[V);| V), (the two photons have different polarizations just
before the PBC) result in a two-photon state and a vacuum
in the mode X, respectively. On the other hand, the photons
in the state a|V);|H)+B|H);|V), (the two photons have
the same polarization just before the PBC) result in one
photon in the mode X and one photon in Y, in the state
a|H)x|Hyy+ B| V)x| V)y. Hence, by counting the number of
photons in the mode X, we can discard the cases |H);| H),
and |V);|V),. If Bob detects a photon in |D)y, the two pho-
tons are projected onto the state |D)y(a|H)y+B|V)y). Then
Bob obtains the photon in the signal state a|H)y+B|V)y.

In a practical communication tasks such as quantum key
distribution (QKD), photons in mode ¥ can be measured on
a polarization basis. In this case, one can postselect the
event where at least one photon is emitted in each mode X
and Y by the twofold coincidence detection. Therefore, the
conventional threshold photon detectors, which do not dis-
criminate two or more photons from a single photon, can be
used. In the other cases, where the reference photon passes
through the path S and/or the signal photon passes through
the path L, at least one of the photons should have a differ-
ent arrival time at detector |D)y or |D)y. Hence, we can
eliminate the contributions from such cases by discriminat-
ing the arrival times of the photons at the detectors |D)y
and |D)y by postselection. Any losses in the channels and
inefficiencies of the detectors are also discarded by the
postselection. A single photon is formed in an MZI that
incorporates a fiber optic ring resonator. Each of the en-
tangled pair, which can be clarified by a quantum key be-
tween Alice and Bob, where the required memory and
speed are realized, can form the correct code, forms the
signal. In this application, the idea of the proposed optical
encryption technique can be realized to create top security
for a mobile telephone uplink converter and communica-
tion. The down stream link can be similarly implemented.

We proposed the idea of a new system of the quantum
key distribution via an optical wireless communication link
for telephone network applications. In practice, a set of all
possible states sent by Alice to Bob is a set of two states
corresponding to the identical bits, where the two states are
horizontal (H) and vertical (V) polarization photons instead
of a photon, which is observed as a random orientation. In
this application, the idea of the proposed optical encryption
technique can be realized to create top security for a mobile
telephone uplink converter and communications.

In conclusion, the quantum CODEC can be formed by a
fiber optic device, which consists of an MZI incorporated
with a fiber optic ring resonator. Then the quantum keys
could be distributed in the networks via the optical wireless
link, where perfect security can be formed between Alice
and Bob without any cheating from Eave. Finally, the clas-
sical channel signals can be recovered using the quantum
CODEC. The top security information, using a CODEC
technique based on quantum cryptography by light, i.e.,
entangled photons, was discussed and a simple setup dem-
onstrated.
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