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Abstract. The focus of this work is to consolidate a review of accomplished research in the field of optical code
division multiple accesses (OCDMA), to outline the state-of-the-art comparison, and to recognize the prominent
trends as well as limitations. Code division multiple access (CDMA) has prospered as a vital solution for numer-
ous applications such as cellular mobile communication-based wireless network technology and wired/wireless
local area networks that include areas of unlicensed industry, medicine, and science. Due to the commercial
utilization of the various advantages of CDMA, it has raised the matter of whether optical technology reliant
communications provide the noteworthy advantages to optical networks as well as what are the technologies
that facilitate optical chip-based (code division) networks. Aforementioned matter has been addressed in the
context of the incorporation of OCDMA in the systems through several experiments of laboratory-based
test-bed investigations, field trials, and simulation analysis of multiple users in the recent research works.
The performance of OCDMA has an edge over wavelength division multiplexing and offers an unmatched capac-
ity that is seen through simulations. To cater the explosive expansions in internet application, different spectral
amplitude codes have been proposed till now. We present a review of the different spectral amplitude codes
based on the reported works in spectral amplitude code OCDMA systems. For the purpose of state-of-the-art
comparison, parameters considered are data speeds, advanced modulation formats, bit error rate, extinction
ratio, decision algorithms, photonic efficiencies of photodetectors, frequency bands, signal-to-noise ratio, forward
error correction, photodetector noises, etc., and simulations are carried out in similar input environments. We
explore the advantages/limitations of the spectral amplitude codes, recent progress in the technology, practical
works on spectral amplitude coding (SAC) throughout the world, encryption-decryption techniques, all-optical
methods, literature comparison, future scope, and applications of the SAC-OCDMA codes. © The Authors. Published by
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1 Introduction

Optical code division multiple access (OCDMA) system is a
future technology to eliminate the problem of traffic growth
and multiple user access on the internet in optical networks.'
Enhanced information security is often said to be inherent in
OCDMA technology due to its coded nature. If multiple
codes with long code length function all together, it is nearly
impossible for an eavesdropper to get any significant infor-
mation because of multiple access interference (MAI) caused
by all the transmitting users, and also it is difficult to jam the
noise like OCDMA-encoded signal that the literature survey
revealed otherwise.” In the last few years, studies discov-
ered that OCDMA systems are vulnerable to eavesdropping
and jamming attacks. The physical layer of the OCDMA net-
work can be attacked by an eavesdropper to intercept the data
by launching an interferer signal, which will jam the system.
The interferer signal can be selected by an eavesdropper
through cross correlation between code words of authentic
users.*> A jamming attack can easily manipulate information
being transmitted if the signals have the same frequency
band as of the data signal. In addition, the increase in the
number of attacks as well as in diverse methods of the attacks

*Address all correspondence to: Simarpreet Kaur, E-mail: kaursimarpreet1291 @
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is becoming more difficult to tackle, and it further makes
information security a crucial issue in OCDMA networks.

The explosive increase in information exchange on the
Internet ameliorates the transmission of sensitive and private
data through networks reliant on optical fibers. In high-speed
optical networks, the most vital multiple access technique
practiced is spectral amplitude coding (SAC) because the
absence of any frequency synchronizations and dedicated
time, which makes it a flexible coding scheme. Also the per-
formance of the system depends on the number of coded
users, which successively rely on the cardinality of the
OCDMA code taken into consideration. The number of
users can be increased in OCDMA systems by employing
the codes with large cardinality. But increase in the code
cardinality with enhanced properties is a problematic task in
OCDMA systems. Also extensive information exchange on
the optical networks leads to network security breaching
of confidential information, which, in addition, increase
by easily tapping the signal with low-priced equipments.
Network security in physical layer, therefore, emerges as
compelling request in future generation optical fiber-based
networks. OCDMA is a potential technology to remove the
troubles of ever-increasing data traffic as well as multiple end
users in the networks. Because of the coded nature of the
OCDMA systems that are perceived as the secured systems
and if more than one user operates at the same time, it
increases the security of the system against the eavesdropper
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and jammer. In recent times, numerous research studies
revealed that code division systems are susceptible to attacks
such as noise interference from an unauthorized user
and eavesdropper. Network security can be breached by
an eavesdropper with the number of combinations of the
chips based on metadata, and a jammer signal can alter
the authorized user information by interfering it with false
data at the same frequency band as the authentic user.
Therefore, problem of network security breaching is a promi-
nent shortcoming in the OCDMA systems.

The performance of the OCDMA system is limited by
shot noise, beat noise, thermal noise, MAI, and cross corre-
lation existing among multiple users, out of which the domi-
nating source of noise is MAL®’ Numerous one-dimensional
code schemes have been designed and implemented in
the literature review to eliminate the MAI among multiple
users but comes with various shortcomings. Various one-
dimensional code schemes such as Walsh—Hadamard code,
multidiagonal (MD) code, diagonal double weight (DDW)
code, modified double weight (MDW) code, and enhanced
DDW code have been implemented in the literature survey.
Walsh-Hadamard code employs the balanced detection
scheme. The code construction cannot be implemented
according to the precise number of users and as the code
length increases, the cross correlation also increases.®™'?
In DDW code, the code length does not enhance abruptly
with boost in number of users but the cross correlation
will always occur between the two users.'>~'* MDW code is
basically a customized adaptation of the double weight code,
where the weight of the code is any even number larger than
2. Better code weight increases the signal-to-noise ratio of
the received signal.'”~' MD codes employ data and code
segment to produce the code; along with it there exists
a trade-off between the cross correlation and the length of
the code.”* Enhanced double weight (EDW) code had
a limitation of the code weight of any odd number >1,
which was further eliminated with the usage of the algo-
rithms. Thus now there is a flexibility to choose any code
weight to construct a basic matrix. EDW code is able to
deliver better security with short code length, but there exists
a cross correlation of 1.7

Extensive literature survey makes us familiar with the
challenges in the SAC-OCDMA systems, and it is perceived
that there is peer pressure on the aforementioned system to
deliver and cater high data rate services along with large car-
dinality due to a large number of users. Generally, the per-
formance of the systems depends on the nature of OCDMA
code and number of users. MAI problems can be coped up
by designing optimal codes and deploying state—of-the-art
architectures to support large end users. Different codes
have been demonstrated to eliminate the MAI in OCDMA
systems but they suffered from the limitations by various
ways. Some of the limitations are large code lengths, variable
cross correlation, and restriction of the code to design it for
any number of users. Major problems in the SAC-OCDMA
codes are: (i) bandwidth inefficiency, (ii) differential/subtrac-
tion detection, (iii) code generation complexity, and (iv) cross
correlation. Therefore, in order to enhance the potential
of the current optical systems, further work requires to be
accomplished with the architectures reliant on enormous
available network topologies by incorporating enhanced
codes. So far, the performance of OCDMA systems by
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employing effective coding is validated at low bit rates and
wide frequency spacing. Hence, it is required to address the
wavelength division multiplexing (WDM) systems with
compatible OCDMA systems that can serve high data rate
services and facilitate a large number of users with accept-
able BER.

Practical scenarios and implementations have been
reported in the literature, and we have listed some of the
practical works for different SAC-OCDMA codes. Walsh—
Hadamard codes were implemented on hardware as well
as on simulation in IIT Delhi, India.’' The author presented
that orthogonal Walsh—-Hadamard codes are error correcting
codes and generally incorporated in the error free systems.
This paper explores modeling of Walsh codes and Hadamard
matrices as a finite orthogonal vector space. Theoretical stud-
ies on WH codes are carried out in France for wireless body
area network (WBAN) that caters health care services.*
Basic work was here to suppress the interference using
WH codes in WBANs. The Walsh-Hadamard code design
using optical nonlinear material was presented in India using
nonlinear optics. Nonlinear optics has augmented attention
for all-optical signal processing in high-speed photonic
networks due to its inherent attributes of polarization. The
performance of helicopter satellite communication using
Walsh—Hadamard code under the periodic blockage environ-
ment was investigated in Vietnam.*> WH codes are mainly
preferred for parameter evaluation and harmonization in
a multibeam state for video broadcasting via satellites
due to their orthogonality property, Czech Republic.'
In Taiwan,'> a hardware implementation and simulation
of unipolar and bipolar WH codes was done and results
revealed that the BER in case of bipolar coding of WH exhib-
ited better results than unipolar coding. Performance analysis
of band-limited baseband synchronous code division with
the orthogonal-independent component analysis spreading
sequences was compared with Walsh—Hadamard sequences,
and practical was also accomplished in the Next Generation
Mobile Communications Laboratory, RIKEN, Japan.** An
appropriate decoding technique for SAC-OCDMA-based
secured distributed vibration sensor was investigated and
practically implemented in Ref. 35. Walsh—-Hadamard codes
have some limitations, and therefore, other SAC-OCDMA
codes are also demonstrated over the globe. The perfor-
mance of DDW codes was studied analytically to raise
the presentation and cardinality of SAC-OCDMA systems
in Malaysia.*® BER results revealed that single photodetector
in DDW provides good performance. MDW codes were
introduced by the enhancement of DDW codes as presented
in Ref. 13 and analyzed the SAC-OCDMA system perfor-
mance using MDW code with NAND detection technique
with theoretical study and simulation experiments. Hybrid
subcarrier multiplexing incorporating multidiagonal codes
OCDMA technology was explored mutually, i.e., math-
ematically and by simulation in Ref. 37. In Refs. 23 and 38,
the work was done on the theoretical evaluation of MD
codes and results revealed that these codes provide better
results than existing SAC-OCDMA codes of that time.

Section 1 elaborates the introduction of optical code
division multiplexing, SAC. The remainder of this paper
is structured as follows. Section 2 explains various coding
techniques. Section 3 describes the basic code construction
of the WH code, MD code, MDW code, and EDW code.
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Section 3 explains the basic generalized simulation setup
involved in the construction code in the simulatory environ-
ment. Section 4 discusses working model of OCDMA codes
and the results received by comparing aforementioned codes
in terms of BER, SNR, quality of the received signal, apply-
ing different algorithms, variation of the distance, and data
rates in the similar simulatory environment. A zero cross-
correlation code is described and its code construction is
given in Sec. 5. Recent trends and technologies used in
OCDMA are mentioned in Sec. 6. Section 7 explains future
scope and Sec. 8 concludes this paper.

2 Different Encoding Techniques

With the rapid increase in the bandwidth hungry internet
services, there is augmentation of high data rate demands.
Optical code division came out to be a premier and attractive
solution for high data rate supported optical communication
systems. Numerous research articles were reported to
enhance the bit rate of the OCDMA systems. However,
due to optical to electrical and electrical to optical conver-
sion, a bottleneck is introduced in the systems that limit
the high data rate supportability. In order to increase the
potential of the OCDMA systems, all-optical systems are
the prominent and ultimate solution to cater the ever-increas-
ing demands. An all-optical system with conversion of non-
return to zero into incoherent OCDMA system is proposed in
Ref. 39 using optical nonlinear effects such as cross gain
modulation in semiconductor optical amplifier. All-optical
processing was a key factor to enhance the optical signal-
to-noise ratio of the system, and there was an increment
of 20 in optical signal to noise ratio. In Ref. 40, the work
was accomplished on an all-optical system with the incorpo-
ration of time-wavelength OCDMA chips in ring networks.
The system rate was ultrafast and was based on asymmetrical
demultiplexer. Demonstrated results revealed that the system
had the capability to support 2.5 Gb/s data rate and facilitated
the growth of all-optical OCDMA add drop multiplexers.
With the developments of OCDMA systems, there exists
other limitations of system security and is an important
issue to be addressed. Physical layer security has attracted
much attention because of the increase in network security
breaching issues. Physical security prospective was outlined
in Ref. 41 and described the various encoding schemes in
OCDMA. All-optical data encryption is a potential and
necessity for providing an unprecedented degree of security.
This encryption in all-optical domain was done with different
methods such as using all-optical logic gate, data hiding,
cryptography, and multicode keying (MCK). The advanced
coding schemes are explained in Sec. 5.

2.1 Spectral Amplitude Coding

SAC is a prominent OCDMA technology that rapidly grows
in all-optical processing. It provides an ultimate solution to
cope with MAI by incorporating in-phase cross-correlation
codes. Basically, in order to eliminate MAI as well as to
keep signal at their fixed chip slots, all the codes need high
autocorrelation and low cross correlation. In SAC-OCDMA
systems, wavelengths are encrypted based on the blocking and
allowing process as permitted by code matrix. In other words,
wavelengths are encrypted according to code signature.
SAC reliant on code sequences with particular properties to
uphold a suitable degree of orthogonality between coded
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signals of different users. Basically, transmitter unit of the
SAC-based systems has binary data generator, optical
source, pulse generator, modulators, power splitters, and
multiplexers. In order to slice different frequencies from
wideband spectrum (given by light source typically light
emitting diode), fiber Bragg gratings (FBGs) are employed
in the transmitter for wavelength selection according code
matrix. Similarly, selecting particular user’s code chips,
again FBGs are incorporated followed by basic receiver
unit, which consists of photodetector, electrical filters, and
error detectors. All the users share same bandwidth of fiber
optic. Detection of SAC codes mainly accomplish through
balanced detection scheme, in which more than one photo-
detector is employed and it has advantage to quell MAI
by selecting only authentic user chips of respective code.
It takes the advantage that it is appropriate for point to multi-
point communication by spending low cost and provides
cost efficient solution to the network.

3 Code Construction

Various code schemes are used such as Walsh—-Hadamard
code, MD code, MDW code, and EDW code, to encrypt and
decrypt the data in the SAC-OCDMA system. These codes
are constructed using certain logical patterns, which are
known to the authorized users only.

3.1 Walsh-Hadamard Code

CDMA communication system can make use of Hadamard
codes in a number of ways. The Hadamard code can be
defined as a row of Z element of the Z x Z Hadamard
matrix H,;, which is madeup of 0,1 binary values, where
Z = 2™ is engendered by the foundation matrix, which is
as follows:

H=1 ol M)

For M =2, the Hadamard matrix is formed as shown
beneath:

1 11

Hz=[Hl Hl]zlolo
H, H, 1100

1 00 1

Unipolar Hadamard matrix H ), has the following properties:

M has to be more than 2.
Code length N = 2™,
Code weight W = 2M-1,

User K = 2M — 1 (The case K = 1 has been expelled
as the row of the unipolar Hadamard matrix is
all ones).

/o op

e. The ratio of =2 (i.e., A is the cross-correlation
properties).

In Z X Z Hadamard matrix, every row is different from
other row by just Z/2 positions. So all the rows apart
from the first row contains Z/2 (0)’s and Z/2 (1)’s. This
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Table 1 State-of-the-art comparison of Walsh-Hadamard codes.

Cross
correlation

Channel

Q-factor/BER

All-optical operation

Modulation

spacing

Bit rate

Work

Reference

1017 (BER) at noise power —28 dBm

FBGs for coding, decoding,

BPSK

100 GHz N/2

2 Gb/s

Walsh-Hadamard OCDMA
system with data hiding

Yen and Huang*®
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1045, 10~'2 BER at 0 dBm for bipolar

and unipolar system, respectively

Subtractions-based detection

Unipolar and
with FBGs

50 GHz N/4

200 Mb/s

Walsh-Hadamard codes

Yen et al.®*

bipolar coding

Q-factor of 9.7 was observed at 80 km

All-optical two-code keying

NRz

100 GHz N/2

200 Mb/s

Walsh-Hadamard code

Bharti et al.*®

design and two-code keying

for dispersion reduction

BER of 10~° when channel exhibit

high-temporal correlation

Synchronous OCDMA using

complementary Walsh—

Hadamard codes

100 GHz N/4 PPM

622 Mb/s

Complementary Walsh-

Hamzeh and Kavehrad*

Hadamard codes in free

space systems

Error at 10~2® variance of fading was
10~'* using space diversity + ppm +

correlator + two-path diversity

Wavelength-based WH code
generation in optical domain

PPM and OOK

1 nm N/2

10 Mb/s

Error correcting code

Jazayerifar and Salehi 4

(Walsh-Hadamard) in space
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code is able to support 2¥~! amount of users. Therefore, it is

concluded that it is bandwidth inefficient code and has
inflexible code construction, as the number of users
augments, cross correlation also increases and thus requires
more number of filters. For detection, differential/subtraction
scheme is used, which leads to MAI, also code construction
is complex (Table 1).

3.2 Multidiagonal Code

MD code is a K X N matrix, which depends upon the number
of users (K) and code weight (W). There is flexibility
to choose the code weight, but it has to be greater than
(W > 1). The MD code construction is as follows:

¢ First, choose the number of subscribers (K) and decide
the desired value of the weight (W).

¢ According to the K and W, i and j are defined, where
i=123...,Kand j=1,2,3,...,W.

* The position matrix is defined as

Fij:{(in'i‘l—i), When]::even number )
’ L when j = odd number
[ 1 K
2
Fu=1|3| Fa= 3 |-
2
L K | 1
r 17 K
2
Fa=| 2 | Fw=13 3)
2
L K |

* Every element in F ; signifies the value of 1 in matri-
ces with K X K dimensions:

1 --- 0
Qii=1{: . : )
L ’ L] ke
-1
Qir = ,
L1 ’ 1 kxKk
1 -
Qiw = 4)
Lo - ] kxk

¢ The whole grouping of diagonal matrices gives the MD
code and matrix of power K X L:
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[Qin Qin + Qiwlgxrs
ayp o apg
ie,MD=| : . 1 | (&)

ai,, i,

Q-factor/BER

MD code has few pros and cons, which are: MD codes
perform better when large code lengths and number of
users are required. Orthogonality is achieved because cross
correlation is always zero, therefore, it is suitable for metro-
politan area network. Direction direct detection scheme is
used, code construction is simple, and there is flexibility in
maintaining the code weight, which is W > 1. These codes
are bandwidth inefficient code (Table 2).

10 km is reached with BER of 1073%
under clear weather with MD codes
At 12 Gb/s, 20 km, MD codes, and

BER of 1.1 x 1073 at 40 km with
20 users show BER of 10~1°

and 4.1 x 1079 for the MD, RD,
direct detection MD codes

and MQC, respectively
4.3 Q factor of NRZ at 5 km and

BER of 5.1 x 1021, 2.4 x 10712,
4.2 of RZ at 5 km

3.3 Modified Double Weight Code

MDW code is a K X N matrix having two vital components
in the fundamental matrix of MDW codes and they are

w

2
basic code length Ny = 3 Z Js ©6)

=1

All-optical operation
random diagonal and MQC codes

Code generation with all-optical

wavelengths
All-optical wavelength coding

Comparison of all-optical MD,
All-optical XOR gate and

FBG direct detection
direct detection

w
basic number of users Kz = > + 1, @)

where Ny denotes the basic code’s column size and Kjp is
the basic code’s row size.

In this code, there is a cross correlation of 1 but in some
combinations of codes there is a possibility of zero cross
correlation as well. From the basic code construction, it is
evident that maximum cross correlation is equal to 1. The
weight of this code is an even number and should always
be more than 2. The chips combination is maintained as
“l1 2 17 for every three columns for every successive pairs
of codes (Table 3).

Modulation
NRZ
OOK

Rz
NRZ, RZ
Rz

Cross
correlation
0
0
0
0
0

spacing
100 GHz
100 GHz
100 GHz
0.8 nm

100 GHz

Table 2 State-of-the-art comparison of MD codes.
Channel

3.4 Enhanced Double Weight Code

In double weight spectral amplitude codes, the first and fore-
most step is to construct a base matrix, which entirely reliant
on the number of users.’'>> Base matrix is repeated diago-
nally and this repetition for the construction of the code is
termed as mapping technique. The size of the base matrix
as well as users decide the length of the code. Increment of
the code length due to mapping is not constant. Double
weight, MDW, and EDW codes have a property that they
have maintained cross correlation of almost one among dif-
ferent users. Aforementioned codes have the same mapping
technique despite the different code construction algorithms.
Here a discussion on the general algorithm code construction
for EDW codes has been done without mapping for W > 2.
This code construction is free from the mapping and main-
tains the cross correlation of 1. The length of the code
remains constant for each additional user. Let us discuss
a example that if length of code is 9 for 3 users, then for
4 users length of the code comes out to be 12 and so on
(increment of 3 for each user).

A generalized code construction without mapping is
given below. In EDW code construction, first of all, choose
the value of weight (W) and also decide the desired no. of
users (N). Code length is given as

Bit rate
16 Gb/s
per channel
5 Gb/s
10 Gb/s
10 Gb/s
12 Gb/s,
15 Gb/s

Work
Comparison of MD codes
with RD and MQC with
MD codes at high data rate

direct detection
XOR gate based MD code

MD codes in free space
OCDMA system

1.6 Tb/s optical system

based on MD

Rana and Gupta*’

Reference

Abd et al.*®
Abd et al.??
Abd et al.?®

Kaur'®
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© -
= o 4 Working Model of OCDMA Codes
5 <o§ S © The block diagram of SAC-OCDMA is revealed in Fig. 1. It
g Zc2 = < ¢ g g
ol £ £ ﬁﬁ § ™ comprises a light source, an encoder, modulator, and user
o 5 208 3 s £ data at the transmitter section of each user. The wavelengths
5 @ % oz 2 _i 3 considered here are taken from C band (1531 to 1565 nm).
8| 3 wog < 2 - The output of each user is pooled and commenced onto the
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the worst performance and EDW provides the best perfor-
mance at varied photonic efficiency of photodetector PIN.
Therefore, from this figure, it was evident that the optimal
region of PIN efficiency is between 60% and 90%, where
the reduction in errors is fluctuated not to greater extent.
Signal-to-noise ratio is an important parameter to evaluate
the performance of the system and another significant param-
eter is frequency band of operation. The use of conventional
band is reported widely, however, due to the high-capacity
demands: we need to pack the more number of channels
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to optical fiber. High capacity, inturns, puts the pressure
on the researchers to demonstrate the systems in other
frequency bands also. So the performance of different fre-
quency bands such as O-band, S-band, C-band, and L-band
is compared in Fig. 6 for different SAC-OCDMA codes in
terms of SNR. This work is accomplished with forward error
correction (FEC) and without FEC. It is perceived that EDW
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codes with FEC provide the highest SNR and WH codes
without FEC give minimum SNR. FEC basically improves
the performance due to the redundant codes or error correc-
tive codes. SNR trends in different frequency bands in the
system are as follows: EDW (FEC) > EDW (W/o FEC) >
MD (FEC) > MD (W/o FEC) > MDW (FEC) > MDW
(W/o FEC) > WH (FEC) > WH (W/o FEC). Codes provide
optimal SNR in C-band due to less attenuation, dispersion,
and scattering as compared to other bands. From the obser-
vations, it is evident that S-band is not recommended to use
for getting good performance.
Moreover, PWB is a major cause of the error in the system
and becomes very severe at high data rates. Here in Fig. 7,
T y y T we have varied the pulse width of the signals according to
. » 10 ) a2 - = the values within the range as given by the International
Pulsewidth broadening (Ps/nmikm) Telecommunication Union. With the increase in the time of
Fig. 7 Comparison of SNR versus pulsewidth broadening by consid- the pulse, SNR of system decreases. Effects of shot noise
ering shot and thermal noise. only and shot + thermal noise are studied and compared
in the system for all aforementioned codes. WH codes are
least performed codes followed by modified diagonal codes.
fe-2- Out of all the four codes, EDW again gives the maximum

SNR (dB)

o3 SNR. It is also important to note that combined effects of
shot and thermal lowers the SNR significantly.
fe-4 Figure 8 shows the eye height of the received signal with
fe5. respect to different algorithms used for their calculation is
g taken for different OCDMA codes at varied extinction ratios.
e Eye height is calculated as
= /ff" ./'fv
g bk & /j, //E/ EDW (Gsh)
ia LR _— _
Y el T "‘-«3-‘;;’5" -------- P EDW {Chi) Ey = (u1 = 301) = (4o + 309). (13)
s | e
Seaves i
e TR Kowion oy is the standard value of sample 0, o is the standard value
fe-10{ Edce s M {8.??,’ of sample 1, y is the average value of sample 0, and y; is
el the average value of sample 1.
5 10 15 20 25 30 35 Gaussian for the standard deviation oy and o; is, BER
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Fig. 8 Change in eye height due to modulator’s extinction ratio using . =—P,,+——P,,. (14)
Gaussian and chi-squared algorithm. N+M N+M
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Py and P, are the probability of symbols. M and N are
the samples for 0, 1, respectively,

_1 S — o

Fe 2 erie (\/_00> (1

P, :lerfc<'u\l/._ S) (16)
20

Uy 1s the average value of sample 0, y; is the average value of
sample 1, and S is the threshold value, X, and o; are the
sample value standard deviation.

Chi-squared algorithm for M sampled value for logic O
and N for logic BER is

Hii
P, 2NZerfc<\/_61l> a7

p 1 EM: f (S_”O") (18)
0 == erfc .
. i=1 \/5001'
If there is noise mixed, then it is modified as
P XS:N" rf (""_S) (19)
. = —erfc ,
i=1 N \/551‘

N, is the no. of 1 occurs, N is the total patterns, y; is the
average value of sample, o is the standard value of sample,
and S is the threshold 1 value.

Probability of error is

Po= Z (/0) + / ECTI )

The algorithms used were Gaussian and chi-squared, and it is
seen that there is slight improvement in the performance of
the codes with the use of chi-squared algorithms. Also
the effect of ER is that its low value cause troubles to the
receiver for the calculations of 1’s and 0’s. ER is basically
a ratio in two optical powers. Eye height is highest in EDW
(chi-squared) and least in WH (Gaussian) after 20 dB of ER.
Therefore, it is recommended to use high ER to achieve more
eye height.

In Fig. 9, we have tried to investigate different SAC-
OCDMA codes in our proposed work at different time
instances of the bit period. Its depicts the comparative analy-
sis of maximum Q-factor received with respect to time of
any transmitted bit for EDW code with conventional codes
such as WH code, MD code, and MDW codes. Maximum
Q-factor of 17.47, 15.23, 14.67, and 9.93 are observed in
case of EDW, MD, MDW, and WH codes, respectively. The
highest quality of signal is achievable in the case of EDW as
it is a bandwidth efficient code due to shoeter code length,
whereas a longer code length of WH codes makes it a band-
width inefficient code and higher value of cross-correlation
deteriorates the quality of the received signal.

By implementing and analyzing performance of
diverse SAC codes, it is evident that cross correlation is
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Fig. 9 Maximum Q-factor versus time (bit period) at 10 Gbps for
different SAC-OCDMA codes.

a major performance degradation factor among multiple
users. Multidiagonal codes have zero cross correlation but
code construction of MD codes is complex, and moreover
it has greater code lengths, which waste the bandwidth.
On the contrary, EDW, MDW, and WH codes have cross cor-
relation, which is the major cause of MAL

Comparison between different coding schemes is carried
out under a similar environment, i.e., by considering the
same input parameters. From Figs. 2 and 3, it is perceived
that due to better chip combination, less cross correlation
than Hadamard codes, less code length (greater bandwidth
efficiency) than MD codes, and greater SNR due to the pres-
ence of more no. of 1’s than DDW codes, EDW codes are
found out to be optimal and best performing in the demon-
strated system investigation.

Figure 4 shows the performance betterment of the system
using EDW codes and DRZ advanced modulation format.
DRZ is superior to CSRZ due to transmission of R bits/s
using R/2 Hz of bandwidth. The most noteworthy benefit
of this DRZ format is tolerance of PWB and narrowband
optical filtering.

In Fig. 5, as the photonic efficiency of photodetector
PIN is increasing, the detected bit error rate decreases of
all the SAC-OCDMA codes. At the fixed carrier power
of 0 dBm, from 10% to 90%, the BER is tremendously
depressed about 500% in case of EDW and ~255% in
WH. So WH shows the worst performance and EDW pro-
vides the best performance at varied photonic efficiency of
photodetector PIN. Therefore, from Fig. 5, it was evident
that the optimal region of PIN efficiency is between 60%
and 90%, where the reduction in errors is fluctuated not to
greater extent.

The performance of different frequency bands such as
O-band, S-band, C-band, and L-band is compared in Fig. 6
for different SAC-OCDMA codes in terms of SNR. This
work is accomplished with FEC and without FEC. It is per-
ceived that EDW codes with FEC provide the highest SNR
at C-band and WH codes without FEC give minimum SNR.
From observations, it is evident that S-band is not recom-
mended to use for getting good performance.

Figure 7 shows that with the increase in the time of the
pulse, SNR of the system decreases. WH codes are the least
performed codes followed by modified diagonal codes. Out
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of all the four codes, EDW again gives the maximum SNR.
It is also important to note that combined effects of shot and
thermal lowers the SNR significantly.

Figure 8 shows the eye height of the received signal with
respect to Gaussian and chi-squared algorithm. Eye height is
highest in EDW (chi-squared) and least in WH (Gaussian)
after 20 dB of ER. Therefore, it is recommended to use high
ER to achieve more eye height.

In Fig. 9, we have tried to investigate different SAC-
OCDMA codes in our proposed work at different time
instances of the bit period. Maximum Q-factor of 17.47,
15.23, 14.67, and 9.93 are observed in case of EDW, MD,
MDW, and WH codes, respectively.

To remove the existing limitations and for making code
bandwidth efficient and making code construction simpler,
an SAC-OCDMA code, i.e., diagonal identity matrix (DIM)
code has been designed with zero cross correlation and with
the flexibility to choose code weight.

5 Diagonal Identity Matrix Codes

The generalized code construction algorithm is explained
below. The code construction steps and algorithm is
described as:

Step 1: Choose the value of number of users (K) and weight
of code W =23,4,..., N for every user.
Step 2: Calculate the length of the code as:

L=KxW 21
Step 3: Size of basic balanced matrix

Iz =2 x W (balanced)

Step 4: Basic matrix of order Y X Z is constructed for any
number of users as

_ [( (W/2)1's (W=2)0’s @)

W+2/3)0's (W4 1/2)1's|yxy,

where UE is the upper end and LE is the lower end

Step 5: The complete code set is represented by matrix M
of size KX L for K users. The construction of
M involves three steps, in which an intermediary
matrix M' is first constructed. I is repeated K — 1
times in M as shown:

UE --. LE
LE UE
M'=] .- LE UE
LE LE
LE UE
(23)
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Repeat the process for K X L times as shown in matrix M>

UE -+ -+ ... ... LE
LE UE
M2=1]| ... LE UE .-+ --o ... . (24)
LE UE
LE UE KxL

Fill zeros in the empty spaces of matrix M? to make final
matrix M as given as follows:

UE 00 00 00 00 LE
LE UE 00 00 00 00

M=|00 LE UE 00 00 00 (25)
00 00 LE UE 00 00
00 00 00 LE UE 00/

5.1 Flow Diagram of the Implementation of
the Proposed Code Scheme

To define the security of the system, two parameters are
taken into consideration, i.e., autocorrelation and cross
correlation. Autocorrelation in a code defines the number of
1’s existing within a code. Higher autocorrelation leads to
better signal-to-noise ratio at the receiver side and better
signal quality but on the other side it can lead to interference
between the bandwidths of number of bits due to which the
desired quality of the signal deteriorates:

. n—1
auto-correlation: Ax, x = Z 0 Clx]|Cx]
where 0 <m <N —1, (26)
cross correlation: Cx,y = Z el C[x]C[y]
n=0
where 0 <m < N — 1. 27

Cross correlation occurs between the code words of two dif-
ferent users. It is basically an issue in existing coding
schemes as it leads to MAI between the number of users
and makes it possible for the eavesdropper to detect the
wavelengths of the code of the authorized data. DIM
codes have autocorrelation of 2 and cross correlation of 0.
Figure 10 shows how the DIM code is constructed and
implemented.

Figure 11 shows the variation of quality factor due to laser
linewidth. The spectrum of the carrier signal includes side-
bands or divergence of spectrum around desired carrier sig-
nal is termed as laser linewidth. As the laserwidth increases,
the divergence of spectrum multiplies with that of the carrier
signal and the dispersion factor also gets involved. So the
quality of the signal deteriorates as the laser linewidth
increases. Signal quality deteriorates more in case of
EDW than DIM because cross correlation exists in EDW,
which causes MAI between simultaneous users, and this
unwanted factor is absent in DIM code.

Figure 12 shows the effect of signal-to-noise ratio on the
extinction ratio. Extinction ratio at receiver is the difference
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of received amplitude of digital logic level “1” and “0.”
It is evident that the greater the difference in two levels,
the better the performance is of the system in terms of
signal-to-noise ratio. In other words, if we increase SNR in
both the proposed codes, extinction ratio increases. DIM
code provides enhanced results as compared to EDW codes
due to zero cross correlation and longer code length.

6 Advanced Encrypting Techniques

6.1 All-Optical OCDMA Encryption Using Logic
Gates

Confidentiality and data security are required for the high-
speed optical communication systems for reliable operations,
and this can be achieved using all-optical encryption/decryp-
tion as depicted in Figs. 13 and 14. All-optical logic gates are
right candidate to fulfill the aforementioned requirements.
An OCDMA system with all-optical XOR gate-based
encryption was demonstrated in Ref. 51, which did the
task of code swapping and enhanced the system security.
Two designs of OR and AND gates were introduced in
Ref. 52 based on photonic crystal. Their simplicity and
reliability as well flexible operation makes then suitable
for future generation optical communication systems. An
all-optical interference suppressed OCDMA system with
advanced binary optical logic gates were presented in
Ref. 56. Since the performance restriction of optical fiber
reliant systems is the conversion from O/E domains for opti-
cal receivers, the interference abolition was performed in the
optical domain. In Ref. 57, a flexible incoherent OCDMA
system was demonstrated with one-time pad with XOR gat-
ing, which provides access to multiple users to establish
communication among them at OC-24 data rate and the sys-
tem offered a bit error rate of < 1072, Semiconductor optical
amplifier-based XOR gate was employed in the multidiago-
nal coding reliant OCDMA system for data security.*” SOAs
were placed in MZI configuration to realize all-optical XOR
gate. The proposed system architecture was acknowledged as
good for military communication services. Subcarrier multi-
plexed and NAND gate subtraction incorporated spectral
amplitude coded OCDMA was demonstrated in Ref. 58.
Double weight codes were studied and NAND gate was used
for the security enhancement and to suppress interferences.
The performance of SAC-OCDMA was investigated by
taking NAND subtractions into account, and the code used
was EDW code. It was perceived that NAND gate detection
was enhanced than complementary detection.™

6.2 Cryptography in OCDMA

As the development of OCDMA systems takes place rapidly,
at the same time strategies of an eavesdropper are also
increasing day by day such as interception of code, energy
detection, and differential detection. OCDMA systems
are inherently coded in nature, but these strategies of the
eavesdropper threaten the optical communication systems.
In Ref. 59, a cryptography algorithm with OCDMA systems
was combined and it made sure that the eavesdropper does
not detect the coded information. Therefore, the security of
the physical layer enhanced successfully. Data security is
offered by the source cryptography and security of time-
wavelength codes was discussed in Ref. 60.
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Fig. 14 Random key-based all-optical encrypted data after XOR operation.

They explained that the degree of security in OCDMA
systems is dependent on different parameters such as high
input power and less number of users. High power makes
the system more prone to an eavesdropper. The probability
of correct code word detection for an eavesdropper increases
if single or fewer numbers of users are carrying information.
Sometimes, due to the metadata and code detection, an
eavesdropper can decode the information and, that time,
even multiple users cannot increase the system security.
On the contrary, cryptography has no impact of these factors
and it enhances the system security to maximum extent. The
physical layer security of passive optical networks (PON) is
examined inside a meticulous crypto analysis outline.®' In
Ref. 62, a simulation of an all-optical cryptography system,
which is independent of bit rate and has transparency to
modulation patterns, was considered. Encryption includes

Optical Engineering
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signal spectral segmentation pursued by two encoding stages
that entail various attenuations and delays to each of the
spectral segments.

6.3 Multicode Keying

MCK encryption is used to cope with issues like eavesdrop-
ping of the information in OCDMA systems. Large cardinal-
ity of the chips in the codes and tree structure of code word
are examined nowadays due to requirement of greater num-
ber of users. Large cardinality and tree structured code word
have the ability to boost system security by employing
MCK. In Ref. 63, multicode key-based all-optical encryption
was proposed and demonstrated in simulator as well as
results were verified by designing hardware of the system
in China. Moreover, theoretical analysis was also performed
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to show code switching and working of encryption.’*%

Figure 15 shows the block diagram of MCK in the
OCDMA system.

A physical layering of OCDMA was performed in Ref. 66
with XOR gating and a data randomizer with cipher text key
(MCK). Data scrambler (randomizer) was incorporated to
create chaos after cipher text and eliminate the large strings
of 1’s and 0’s so that the eavesdropper does not get the right
sequence. Benefit of scrambler is that it can be employed to
digital and continuous signals but encryption can only
be accomplished for digital domain. It makes the system
less vulnerable to network security breaching issues.
MCK scheme was also demonstrated for SAC-OCDMA net-
work in Ref. 67. Users were given the several signature
sequences for physical layer confidentiality enhancement
of the system. MCK is also termed as multiple bits per sym-
bol and can support high data rates.®*%° Brute force tech-
nique for calculation of searching time was taken in this
work against the eavesdropper and bit correct interception
were calculated for multiple as well as single user. It was
perceived that security performance of coded chips can be
enhanced by employing MCK.

6.4 Steganography in OCDMA

Optical steganography is a supplementary coating of security
that can enhance data encryption by trouncing the informa-
tion transmission beneath the public channel. Optical stega-
nography for data-hiding was proposed and studied with
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Fig. 17 Virtual user and real user against eavesdropper attack.

hardware by means of group velocity dispersion in an optical
network. The authorized channel was covered under the
public channel, and this was tested for OCDMA systems
and WDM systems. At the receiver side, covered channels
were realized through dispersion management. Results were
shown in the form of BER and eye diagrams. Polarization
modulator-based code-shift-keying (CSK) data modulation
and OCDMA encryption/decryption was demonstrated in
Ref. 70, where an incoherent light source was required as
shown in Fig. 16. Due to dispersion elements, time of the
each pulse increases and as a result it decreases the amplitude
of the pulse, which can be used for the data hiding. Binary
phase shift was considered in Refs. 42 and 71, and the dis-
persed signal was retrieved by a balance detector.

6.5 Virtual User Scheme in OCDMA Systems

In OCDMA systems, a huge number of users increase the
confidentiality of the system due to the problem in the cor-
rect code word detection at eavesdropper. However, proba-
bility of correct code word detection is more when low
numbers of users were carrying information of the system.
A method to solve the issues of network breaching, when
a single user is in operation, was proposed in OCDMA
systems.””> By forcing the eavesdropper to detect multiple
signals simultaneously, the eavesdropping attack on the
targeted signal can be avoided. This can be done by incor-
porating a virtual user in the system as shown in Fig. 17.
A virtual user environment is created in the network by
incorporating a virtual user with every authorized user.
A virtual user will enhance the confidentiality of an OCDMA

Public
receiver

~

>

Public
Channel
Data

Additional
ASE Source
(amplified
spontaneous
emission)

O

Stealth
receiver

Wavelength

selection >

Fig. 16 Block diagram of CSK-OCDMA-based optical stealth transmission system.
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system by always transmitting in parallel to the authorized
user. The pseudorandom noise is used as the data input to
the virtual user. Both users are encoded using different
codes and then multiplexed before transmitting the signal
over the optical fiber. This virtual user acts as an interferer
and appears as an authorized user to the eavesdropper; this
would prevent eavesdropping. Hence, the presence of multi-
ple users makes it more difficult to sift the data. In the VUS,
twice as many codes are needed as compared to conventional
OOK-OCDMA because each authorized user has its own
virtual user, which requires a unique code. This results in
wasting half of the code words on the virtual users.
In order to minimize the wastage of network resources,
the virtual user scheme is slightly modified by introducing
a common virtual user for all the users. This means each
user has its dummy user but the same code word is shared
among all the dummy users, which will become active only
whenever the authorized user is isolated in the network, this
will increase only the hardware cost but does not degrade
the system performance by decreasing the number of simul-
taneously active users from the given code set.

Demonstrated work used the virtual user to create chaos
along with the authentic user as depicted in Fig. 17.
Likelihood of code detection of a single user reduces due
to the virtual user and accompaniment of distinct progression
of virtual user eliminates the incidence of single user’s code
in the channel.

7 Future Scope

OCDMA is based on the principle that chips are mapped
according to the user code relation. Therefore, it is opera-
tional in the high-speed asynchronous broadcast local area
network (LAN). Optical code division provides larger multi-
ple channels as compared to spectral division of wavelength
division multiple access. System architectures are also less
complex due to asynchronous transmission in comparison
to time division. Multiclass data or different services traffic
can be operational by incorporating diverse lengths of codes
at the same time. The inspiration for LAN network of
OCDMA is fortified by the anticipation that LAN traffic pat-
terns are active at the same time based on the characterization
of burstiness. A PON with employment of OCDMA codes
can be realized in the tree topology. Unique code lengths and
decodes are placed at optical network units (ONUs) with cor-
respondence to optical line terminal encoder. OCDMA PON
is superior to LAN due to the fact that the signal transmitted
by one ONU never reaches to other ONU. More determined
offerings can be set up by mapping universal IP addresses to
codes of optical code division. A wavelength routing MAN
may be offered for virtual private network (VPN) connec-
tions. The most important aim of a VPN is to offer secure
data connections over network security threatened platforms.
The optical code chips’ signals provide improved security as
well as can be decoded only with authorized wavelength
selection. Optical processing, which comprises of splitting
and accumulation, makes VPN system less complex by
elimination of the multiplexing, which is in electronic
domain. Potential of light-tree ability at the MAN networks
level can be practiced to facilitate the establishment of multi-
point VPN. Time division-based image transmission needs
the pixel streams of different users by performing their serial
to parallel (s/p) conversions. At the end node, prior to the
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images retrieving from pixel, each user stream of pixels
must be differentiated by using s/p conversion. For the elimi-
nation of these conversions and bottleneck in the communi-
cation, optical CDMA is demonstrated. Also the use of
OCDMA in ROF systems offers the larger channel count
and supports good data rates.

From the reported works in SAC-OCDMA, precise topics
have been acknowledged, which have a scope for future
research. Existing SAC-OCDMA codes suffered from vari-
ous performance limitations and code generation issues such
as cross correlations, MAI, long code lengths, bandwidth
inefficiency, cost, complexity, and failure in desired user
code generation. To cope with these issues, this work can
be done for the code generation that provides zero cross
correlation, less MAI, bandwidth efficiency, etc. However,
zero cross-correlation DIM codes are constructed in this
work but further enhancements and comparisons are required
using DIM code. Moreover, security breaching in OCDMA
systems is an important issue to be addressed, and a highly
confidential system is required. These systems are vulner-
able to eavesdropping and jamming, which are external
intruders in the authorized users communications. Different
approaches such as wavelength conversion for antijamming,
cryptography, code word swapping, data hiding under public
channels, and encryption through logic gates against eaves-
dropping are prominently used in OCDMA security
enhanced systems. However, cost and complexity are key
issues in aforementioned techniques. Therefore, in near
future, confidentiality enhancement of OCDMA system
is a good area for research. All-optical encryption is also
a promising field for high-speed OCDMA systems to com-
bat with security issues.

8 Conclusion

SAC based on code chips was performed by simulations/
experiment test bed trials over fiber-optic cables. We effec-
tively explored numerous architectures from extremely
synchronized point-2-point (p2p) systems to minimum spec-
tral matched OCDMA. From the results, it is perceived that
cross correlation among users is a prominent limitation that
deteriorates the performance and needs to be addressed.
Demonstrations of SAC-OCDMA with coherent optical
sources using optical filters have persuasively confirmed
that the use of zero cross-correlation codes (multidiagonal
codes) or minimizing the spectral interferences from
Walsh—-Hadamard to EDW codes improves the system per-
formance. For the fulfillment of the ever-increasing demands
of applications such as online games and VoIP, various
OCDMA codes are demonstrated in the literature and we
made a comparison of Walsh—-Hadamard, DDW, MDW,
and EDW, and multidiagonal codes with similar input
parameters in this work. Results revealed that EDW codes
performed the best in terms of BER, SNR, eye height,
and WH codes due to less spectral interference from desired
chip combinations. It is noteworthy that several parameters
such as duo-binary pulse shape, C-band wavelength window,
FEC, chi-squared algorithm, and photonic efficiencies of
photodetectors between 60% and 90% are optimal in pro-
posed comparison of SAC codes at varied data rates.
A cost effective, simple code construction, and zero cross
correlation-based DIM code is demonstrated in this work.
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Also recent trends and the future of the OCDMA technology
are also elaborated.
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