Media Watermarking,

PROCEEDINGS

IS&T/SPIE

Electrgnic
Imagmg

Science and Technology

Security, and Forensics Il

Nasir D. Memon
Jana Dittmann
Adnan M. Alattar
Edward J. Delp llI
Editors

24-26 January 2011
San Francisco, Cadlifornia, United States

Sponsored and Published by
IS&T—The Society for Imaging Science and Technology
SPIE

Cosponsored by
Digital Watermarking Alliance

Proceedings of SPIE, 0277-786X, v. 7880

Volume 7880



The papers included in this volume were part of the technical conference cited on the cover and title
page. Papers were selected and subject to review by the editors and conference program committee.
Some conference presentations may not be available for publication. The papers published in these
proceedings reflect the work and thoughts of the authors and are published herein as submitted. The
publishers are not responsible for the validity of the information or for any outcomes resulting from
reliance thereon.

Please use the following format to cite material from this book:

Author(s), "Title of Paper," in Media Watermarking, Security, and Forensics lll, edited by Nasir D.
Memon, Jana Dittmann, Adnan M. Alattar, Edward J. Delp Ill, Proceedings of SPIE-IS&T Electronic
Imaging. SPIE Vol. 7880, Article CID Number (2011).

ISSN 0277-786X
ISBN 9780819484178

Copublished by
SPIE
P.O. Box 10, Bellingham, Washington 98227-0010 USA
Telephone +1 360 676 3290 (Pacific Time) - Fax +1 360 647 1445
SPIE.org

and
IS&T—The Society for Imaging Science and Technology
7003 Kilworth Lane, Springfield, Virginia, 22151 USA
Telephone +1 703 642 9090 (Eastern Time) - Fax +1 703 642 9094
imaging.org

Copyright © 2011, Society of Photo-Optical Instrumentation Engineers and The Society for Imaging
Science and Technology.

Copying of material in this book for internal or personal use, or for the internal or personal use of specific
clients, beyond the fair use provisions granted by the U.S. Copyright Law is authorized by the publishers
subject to payment of copying fees. The Transactional Reporting Service base fee for this volume is
$18.00 per article (or portion thereof), which should be paid directly to the Copyright Clearance Center
(CCC), 222 Rosewood Drive, Danvers, MA 01923. Payment may also be made electronically through
CCC Online at copyright.com. Other copying for republication, resale, advertising or promotion, or any
form of systematic or multiple reproduction of any material in this book is prohibited except with
permission in writing from the publisher. The CCC fee code is 0277-786X/11/$18.00.

Printed in the United States of America.

Paper Numbering: Proceedings of SPIE follow an e-First publication model, with papers published first
online and then in print and on CD-ROM. Papers are published as they are submitted and meet
publication criteria. A unique, consistent, permanent citation identifier (CID) number is assigned to
each article at the time of the first publication. Utilization of CIDs allows articles to be fully citable as
soon they are published online, and connects the same identifier to all online, print, and electronic
versions of the publication. SPIE uses a six-digit CID article numbering system in which:
= The first four digits correspond fo the SPIE volume number.
= The last two digits indicate publication order within the volume using a Base 36 numbering system
employing both numerals and letters. These two-number sets start with 00, 01, 02, 03, 04, 05, 06, 07,
08, 09, 0A, OB ... 0Z, followed by 10-1Z, 20-2Z, etfc.
The CID number appears on each page of the manuscript. The complete citation is used on the first
page, and an abbreviated version on subsequent pages. Numbers in the index correspond to the last
two digits of the six-digit CID number.



Contents

vii Conference Committee
iX Infroduction

KEYNOTE PRESENTATION

7880 02 Signal rich art: enabling the vision of ubiquitous computing (Keynote Paper) [7880-01]
B. Davis, Digimarc Corp. (United States)
SECURITY

7880 04 Comparison of three solutions to correct erroneous blocks to extract an image of a
multiplicative homomorphic cryptosystem [7880-02]
N. Islam, W. Puech, LIRMM Lab., CNRS, Univ. Montpellier Il (France); R. Brouzet, I3M Lab.,
CNRS, Univ. Montpellier Il (France)

7880 05 Homomorphic encryption-based secure SIFT for privacy-preserving feature exiraction
[7880-03]
C.-Y. Hsu, Institute of Information Science (Taiwan) and National Taiwan Univ. (Taiwan);
C.-S. Ly, Institute of Information Science (Taiwan); S.-C. Pei, National Taiwan Univ. (Taiwan)
FORENSICS |

7880 06 Determining approximate age of digital images using sensor defects [7880-04]
J. Fridrich, M. Goljan, Binghamton Univ. (United Stafes)

7880 07 Performance comparison of denoising filters for source camera identification [7880-05]
A. Cortiana, V. Conotter, G. Boato, F. G. B. De Natale, Univ. degli Studi di Trento (Italy)

7880 08 Identifying image forgeries using change points detection [7880-06]
B. Mahdian, S. Saic, Institute of Information Theory and Automation (Czech Republic)

7880 09 Enhancing ROC performance of trustworthy camera source identification [7880-07]
X.Kang, Y. Li, Z. Qu, J. Huang, Sun Yat-Sen Univ. (China)
WATERMARK |

7880 0A Feature point-based 3D mesh watermarking that withstands the cropping attack [7880-08]

M. Montanola Sales, I. Darazi, J. Giard, Univ. Catholique de Louvain (Belgium);
P. Rondao Alface, Alcatel-Lucent Bell Labs. (Belgium); B. Macq, Univ. Catholique de
Louvain (Belgium)



7880 0B

7880 0C

7880 0D

A perceptually driven hybrid additive-multiplicative watermarking technique in the wavelet
domain [7880-09]

F. Autfrusseau, S. David, V. Pankajakshan, IRCCyN-IVC, CNRS, Univ. de Nantes (France);

P. Campisi, Univ. degli Studi di Roma Tre (Italy)

Assessment of camera phone distortion and implications for watermarking [7880-10]
A. Gurijala, A. Reed, E. Evans, Digimarc Corp. (United States)

A new metric for measuring the visual quality of video watermarks [7880-11]
D. Trick, S. Thiemert, Fraunhofer-Institut fUr Sichere Informations-Technologie (Germany)

STEGANOGRAPHY

7880 OE

7880 OF

7880 0G

A curiosity regarding steganographic capacity of pathologically nonstationary sources
[7880-12]
A. D. Ker, Univ. of Oxford (United Kingdom)

Design of adaptive steganographic schemes for digital images [7880-13]
T. Filler, J. Fridrich, Binghamton Univ. (United States)

Feature restoration and distortion metrics [7880-14]
V. K. Choneyv, A. D. Ker, Univ. of Oxford (United Kingdom)

WATERMARK II

7880 OH

7880 Ol

Lossless image data embedding in plain areas [7880-16]
M. Fallahpour, D. Megias, Univ. Oberta de Catalunya (Spain); Y. Q. Shi, New Jersey Institute
of Technology (United States)

Re-synchronizing audio watermarking after nonlinear time stretching [7880-17]

M. Steinebach, S. Zmudzinski, Fraunhofer-Institut fUr Sichere Informations-Technologie
(Germany); S. NUrnberger, Technische Univ. Darmstadt (Germany)

STEGANALYSIS |

7880 0J

7880 OK

7880 OL

On locating steganographic payload using residuals [7880-19]
T.-T. Quach, Univ. of New Mexico (United States)

Steganalysis using logistic regression [7880-20]
I. Lubenko, A. D. Ker, Univ. of Oxford (United Kingdom)

Steganalysis in high dimensions: fusing classifiers built on random subspaces [7880-21]
J. Kodovsky, J. Fridrich, Binghamton Univ. (United States)



CONTENT IDENTIFICATION |

7880 OM

7880 ON

7880 00

Private content identification based on soft fingerprinting [7880-22]
S. Voloshynovskiy, T. Holotyak, O. Koval, F. Beekhof, F. Farhadzadeh, Univ. of Geneva
(Switzerland)

Geometrically robust perceptual fingerprinting: an asymmetric case [7880-23]
O. Koval, S. Voloshynovskiy, F. Farhadzadeh, T. Holotyak, F. Beekhof, Univ. of Geneva
(Switzerland)

Trading-off performance and complexity in identification problem [7880-24]
T. Holotyak, S. Voloshynovskiy, O. Koval, F. Beekhof, Univ. of Geneva (Switzerland)

FORENSICS I

7880 OP

7880 0Q

7880 OR

A context model for microphone forensics and its application in evaluations [7880-25]
C. Kraetzer, K. Qian, M. Schott, J. Dittmann, Otto-von-Guericke-Univ. Magdeburg
(Germany)

Double H.264/AVC compression detection using quantized nonzero AC coefficients
[7880-26]
D. Lioo, R. Yang, H. Liu, J. Li, J. Huang, Sun Yat-Sen Univ. (China)

Forensic printer detection using intrinsic signatures [7880-27]
A. K. Mikkilineni, N. Khanna, E. J. Delp, Purdue Univ. (United States)

STEGANALYSIS 11

7880 0S

7880 OT

7880 0U

Non-destructive forensic latent fingerprint acquisition with chromatic white light sensors
[7880-28]

M. Leich, S.Kiltz, J. Dittmann, Otto-von-Guericke-Univ. Magdeburg (Germany); C. Vielhauer,
Fachhochschule Brandenburg (Germany)

Detecting messages of unknown length [7880-29]
T. Pevny, Czech Technical Univ. in Prague (Czech Republic)

A new paradigm for steganalysis via clustering [7880-30]

A. D. Ker, Oxford Univ. (United Kingdom); T. Pevny, Czech Technical Univ. in Prague (Czech
Republic)

CONTENT IDENTIFICATION Il

7880 OV

Collusion-secure patchwork embedding for transaction watermarking [7880-31]
W. Berchtold, S. Zmudzinski, M. Schéfer, M. Steinebach, Fraunhofer-Institut fir Sichere
Informations-Technologie (Germany)



vi

7880 OW Probabilistic fingerprinting codes used to detect traitor zero-bit watermark [7880-32]
M. Desoubeaux, Orange Labs. (France) and LIRMM Lab., CNRS, Univ. Montpellier Il (France);
G. Le Guelvouit, Orange Labs. (France); W. Puech, LIRMM Lab., CNRS, Univ. Montpellier Il
(France)

7880 0X Rihamark: perceptual image hash benchmarking [7880-33]
C. Zauner, Upper Austria Univ. of Applied Sciences (Austria); M. Steinebach, Fraunhofer
Institute for Secure Information Technology (Germany); E. Hermann, Upper Austria Univ. of
Applied Sciences (Austria)
MISCELLANEOUS

7880 0Z Contrast-enhancing and deterministic tone mapping method in natural image hiding

scheme using halftone images [7880-35]
E. Myodo, K. Takagi, R. Kawada, KDDI R&D Labs., Inc. (Japan)

7880 10 Toward the identification of DSLR lenses by chromatic aberration [7880-36]

J. Yu, S. Craver, E. Li, Binghamton Univ. (United States)

Author Index



Conference Committee

Symposium Chair

Sabine E. Sisstrunk, Ecole Polytechnique Fédérale de Lausanne
(Switzerland)

Symposium Cochair

Majid Rabbani, Eastman Kodak Company (United States)

Conference Chairs

Nasir D. Memon, Polytechnic Institute of NYU (United States)

Jana Dittmann, Otto-von-Guericke-Universitdt Magdeburg (Germany)
Adnan M. Alattar, Digimarc Corp. (United States)

Edward J. Delp lll, Purdue University (United States)

Program Committee

Mavuro Barni, Universitd degli Studi di Siena (Italy)

Jeffrey A. Bloom, Dialogic Media Labs (United States)

Patrick Bas, Ecole Nationale Supérieure de Physique de Grenoble
(France)

Hany Farid, Dartmouth College (United States)

Jessica Fridrich, Binghamton University (United States)

Jiwu Huang, Sun Yat-Sen University (China)

Ton Kalker, Hewlett-Packard Company (United States)

Andrew D. Ker, University of Oxford (United Kingdom)

Alex Chichung Kot, Nanyang Technological University (Singapore)

Benoit M. Macq, Université Catholique de Louvain (Belgium)

Bangalore Manjunath, University of California, Santa Barbara (United
States)

Pierre Moulin, University of lllinois at Urbana-Champaign (United States)

Dulce B. Ponceleon, IBM Almaden Research Center (United States)

Regunathan Radhakrishnan, Dolby Laboratories, Inc. (United States)

Husrev Taha Sencar, TOBB Ekonomi ve Teknoloji University (Turkey)

Gavurav Sharma, University of Rochester (United States)

Claus Vielhauer, Otfto-von-Guericke-Universitadt Magdeburg
(Germany)

Svyatoslav V. Voloshynovskiy, University of Geneva (Switzerland)

Min Wu, University of Maryland, College Park (United States)

Chang D. Yoo, Korea Advanced Institute of Science and Technology
(Korea, Republic of)

vii



viii

Session Chairs

10

Keynote Presentation
Adnan M. Alattar, Digimarc Corporation (United States)

Security
Scott A. Craver, Binghamton University (United States)

Forensics |
Gavurav Sharma, University of Rochester (United States)

Watermark |
Adnan M. Alattar, Digimarc Corporation (United States)

Steganography
Jessica Fridrich, Binghamton University (United States)

Watermark Il
Tomas Filler, Binghampton University (United States)

Steganalysis |
Andrew D. Ker, University of Oxford (United Kingdom)

Content Identification |
Regunathan Radhakrishnan, Dolby Laboratories, Inc. (United States)

Forensics |l
Hany Farid, Dartmouth College (United States)

Steganalysis |l
Chad D. Heitzenrater, Air Force Research Laboratory (United States)

Content Identification Il
Oleksiy Koval, University of Geneva (Switzerland)



Infroduction

It is our pleasure to bring fo you the papers presented at the Media
Watermarking, Security, and Forensics Xlll Conference. This year, after discussion
and feedback from the program committee, we added the term “"Watermarking"
to the conference name in order to acknowledge the sponsorship of the Digital
Watermarking Alliance. We think the new name better reflects the scope of the
conference.

As usual, we had a good number of quality submissions and unfortunately, could
not accommodate all the papers in the conference. The goal of the conference,
as always, was to provide a forum for the discussion of issues in multimedia
security. We had papers that addressed protecting and watermarking audio,
image, and video content, along with many interesting papers on forensics and
Steganalysis techniques for these types of media.

The highlight of this year's conference were the two keynote talks that were very
well attended and very well received by one and all. The talks were:

1. Signal rich art: enabling the vision of ubiquitous computing by Bruce Dauvis,
the CEO of Digimarc Corp. [788002]

2. Image and video manipulation: past, present, and future by Dan Goldman,
Adobe Systems Inc. [no manuscripft]

In addition to the above keynotes we also had a special presentation of the
IS&T/SPIE 2010 best paper award sponsored by the Digital Watermarking Alliance
(DWA), that was awarded to the paper entitled “Minimizing embedding impact
in steganography using trellis-coded quantization” [754105], by Tomd&s Filler, Jan
Judas, Jessica Fridrich from Binghamton University in New York. The award was
$1,500 divided equally among all authors.

The IS&T/SPIE 2011 Best Paper Award will continue to be sponsored by the Digital
Watermarking Alliance and nominations for the award were solicited during the
conference. The chair of each session of the conference nominated outstanding
papers from their session(s) for this award, which will be reviewed by the Best
Paper Selection Committee. The winning paper will be publicized in the Media
Watermarking, Security, and Forensics XIV Conference. The following papers were
nominated, all of which you will find in these proceedings:

1. “Steganalysis in high dimensions: fusing classifiers built on random
subspaces” by Jan Kodovsky and Jessica Fridrich from Binghamton
University (United States) [78800L]



2. "Re-synchronizing audio watermarking after non-linear time stretching” by
Martin Steinebach and Sascha Zmudzinski from Fraunhofer-Institut fir
Sichere Informations-Technologie (Germany) [78800I]

3. "A new paradigm for steganalysis via clustering” by Andrew Ker from
University of Oxford (United Kingdom) and Tomas Pevny from Czech
Technical University in Prague (Czech Republic) [78800U]

4. "Design of adaptive steganographic schemes for digital images” by
Tomds$ Filler and Jessica Fridrich from Binghamton University (United
States). [78800F]

Congratulations to the above authors for their outstanding conftributions and we
eagerly await the award committee’s final decision.

As we say every year, we have come a long way in protecting our “digital
future,” but we sfill have a lot of work to do. We would like o thank the Program
Committee for their help in reviewing the papers and their advice on the final
program.

We look forward to seeing you in 2012 in San Francisco!

Nasir D. Memon
Jana Dittmann
Adnan Alattar

Edward J. Delp Il



